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EXTENDEDABSTRACT

Introduction

Cyberloafing-employees’ use of internet-enabled devices for personal, non-
work activities during paid working time-has become a pervasive issue in
modern  organizations.  Although digital technologies facilitate
communication and service delivery, they also enable off-task behaviors
that may reduce productivity, disrupt workflows, and increase security
risks. These concerns are particularly salient in public-sector organizations,
where accountability, service continuity, and information integrity are
critical to public value creation. In Iran, public organizations operate within
a distinct socio-cultural and institutional context characterized by
hierarchical governance structures, strong regulatory oversight, and uneven
technological infrastructure. Such conditions shape both the antecedents of
cyberloafing and the acceptability of managerial responses. Consequently,
findings from private-sector or Western contexts cannot be directly
generalized without contextual adaptation. This study aims to develop a
context-sensitive model of cyberloafing in Iranian public organizations by
identifying its key antecedents, feasible control mechanisms, and culturally
appropriate preventive and mitigative strategies. Specifically, the research
addresses three questions: (1) which individual, organizational, and
technological factors contribute to cyberloafing; (2) which control
mechanisms are perceived as effective, feasible, and ethically acceptable;
and (3) which strategies can reduce cyberloafing while respecting employee
privacy and organizational norms. By integrating behavioral and socio-
technical perspectives, the study contributes both theoretical insight and
practical guidance for public-sector managers and policymakers.

Methodology

This study adopted a qualitative, exploratory design using reflexive
thematic analysis. Participants were selected through purposeful and
snowball sampling and included managers, HR professionals,
organizational development experts, and applied psychologists working in
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Iranian public-sector institutions. In total, twenty-one semi-structured
interviews were conducted with professionals affiliated with governmental
organizations, public universities, and quasi-public bodies. Interviews
explored three domains: patterns of off-task online behavior, existing
control practices and policies, and recommended preventive or mitigative
strategies aligned with local norms. Interviews lasted 45-75 minutes, were
audio-recorded with informed consent, and transcribed verbatim. Data
analysis followed the three-stage approach proposed by King and Horrocks.
First, open coding was used to capture descriptive accounts. Second, related
codes were clustered through axial coding to develop interpretive
categories. Finally, higher-order themes were constructed to generate a
coherent conceptual model encompassing antecedents, control mechanisms,
and preventive strategies. Trustworthiness was enhanced through peer
debriefing, member checking, reflexive memo-writing, and maintenance of
an audit trail. Ethical principles-including confidentiality, anonymization,
and voluntary participation-were strictly observed.

Findings

The analysis yielded three interrelated themes: antecedents of cyberloafing,
control mechanisms and implementation challenges, and preventive and
mitigative strategies. Antecedents of cyberloafing emerged from the
interaction of individual, organizational, and technological factors. At the
individual level, low intrinsic motivation, burnout, weak self-regulation,
and generational digital habits encouraged short online “micro-breaks.”
Organizational contributors included unclear job expectations, weak
performance feedback, misaligned reward systems, and cultural tolerance
of minor rule violations. Technological antecedents involved ubiquitous
internet access, poor separation between work and personal use, and
inefficient work systems that increased susceptibility to digital distractions.
Control mechanisms and challenges ranged from restrictive technical
measures (e.g., filtering and monitoring) to supportive tools (e.g.,
productivity dashboards and self-monitoring notifications). While
restrictive approaches were seen as effective in the short term, they were
widely criticized for undermining trust and provoking resistance. Key
implementation challenges included privacy concerns, inaccurate
monitoring data, administrative burden, and inconsistent enforcement.
Preventive and mitigative strategies emphasized motivational and
participatory approaches. Participants favored job redesign, transparent
reward systems, digital literacy and stress-management training, and
participatory policy development. Non-intrusive monitoring and aggregated
feedback mechanisms were viewed as more acceptable and effective than
punitive surveillance.

Discussion and Conclusion

This study demonstrates that cyberloafing in Iranian public organizations is
a socio-technical phenomenon shaped by individual motivations,
organizational structures, and digital affordances. Approaches relying
solely on surveillance and restriction risk eroding trust and may generate
counterproductive behaviors. In contrast, strategies that combine
participatory governance, motivational job design, and responsible
technology use appear more sustainable. The findings support an
integrative framework linking behavioral factors—such as motivation and
self-regulation—with ~ systems-level elements including leadership
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practices, job design, and IT infrastructure. Practically, the study proposes a
phased approach involving diagnostic assessment, co-designed internet
usage policies, pilot implementation of non-intrusive monitoring tools, and
complementary interventions such as training and reward realignment.
While limited by its qualitative design and contextual scope, this research
provides a grounded foundation for future mixed-method and intervention-
based studies. Overall, effective cyberloafing management in the public
sector requires balanced, ethical, and context-sensitive strategies that
protect both organizational performance and employee well-being.
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Table 2. Characteristics and Demographic Information of the Interviewees

g lojls 3 58yl (it Gl 5 J)uS aele soSl )l an 5 (oS

OB S sbdnlas Glasuie 5 b She .Y Joss

(48Bo) aslas oo (JW) (5,5 adslu Slojlw Cuonw STPES) O i
Yo A\ oleMbl (gyls e Ca o bl ol )8 YA Sy0
¥ Ve S ol Sl awlis)ls v B
¥A Y. ol&uzsly bl Coypde (558D ¥ S0
Yo v b olid )l SleMbl (5 )5lid (ol )l vy o)
) \% 059y yde alio wlize )l owlid)ls ) Sy0
¥y WY Sl mlie wlis)lS Bk ot wlis)ls \td )]
Yo VO olKuzsly sl SleMbl (gylis (5,58 AR Sy0
¥- a sl plo pie sl plio Co e )l wlis )l YA O
YA 1) SleMbl (g5l ulis S Sgals pwige puli IS v 3y
v& A Slidy o)l ol (sl ) 5
) A Al e S5yl Coyde ad)l cwlis)lS ¥y 30
va AN ol&uzsly slus! Slojlw Hldy (68> ¥- )]
¥¥ VY Slhles olis,ls smao Cople  owlid)lS ¥ Sy0
Y Ve S wlis) s Sl 45 syl vy o)
¥. VA ol&usly bl Sl plo Co e (5,58 ¥A S0
A 4 Sipteliyy olid ) glio udipe (lud)l v o3
\td \\ la,l58le 5 e OleMbl (g59kd L)l pwlias )l ¥y S0
A WY Sl @l syl ol I8 F93 o e wlid)lS \n% )]
Yo W b bl i ol )8 Y4 Sy
YA 2 ol&ssly b Sk copte 58D ¥¥ O
Yy VO Sl b o Sl mlio Co o w )| ol )S ¥y S0

ol yolie g 03,5 @lsl (L3 claadl 4 oni> s
Oi] Bl Ot‘tﬁbl sly [ I R VWS &Lw,l o4 laasl

590 o3l sl | Sere leMbl uis glsl imgs ol 5o
b1y ool opslaan Simgfy & (gpsboar 035 adllas
MRl J S )55 b anlas b 1) Giios a0l )5 godge Wiy (15 gl s> 4y adlas lul yole o8 Jlj
Ouled (o)l glsl Jodo ¥ oojlas Jodo 50 0l doldl diges WL dolas plodl 5l 3ot usls img} 5o 0l el

Lol ol 8303 OB Saddnlas & M) do pl 4 diges 2l 5l e

&5 gl J Y Jgoe
Table 3. Theoretical Saturation Table
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Figure 2. Steps of the Data Analysis Method
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Table 4. Examples of Descriptive Codes
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Table 5. Results of Coding Reliability Analysis Using Cohen’s Kappa Coefficient
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Table 6. Emergent Themes and Categories
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Figure 3. Conceptual Model of Key Factors of CyberLoafing

@ b ladus Vb (Sialy ohig (s lacls
S ol 5y ol (slacS e ) ST (sliss
i il i sloyliil el ST ¢ slojls o 5
5 bl plas )3 Cdlid 395 )95l g PSecudS Simjd
o G ol gilels y 3Skes b))
o e ilysld dm D (lediS s
Silwdley g M bme slaculis Jioms slaylzl
09! S o 2T ) (i Son dine) sl B
slal Jlle glsis 35 )18y ol oy ol 2
OUSHE e 3 (5 (Fidwyn by cage & 4D ol
Slailgls sbolpl (IS slapjilse da )3 355 0o Seie
wuSplaings glagMel gy saaypndly ol
lolid dadgn (23015 sbabls 5 5505 byl

S 15 4ot 9
ol g JpS lp ol s Al Ban b pol ey
S eols b plosl Sl slalojle o (50l Sdw
Wheto b do)iblodas anlas YV (geie Jdoo )b
Oylig sl slaploile o Bl bl 4 LS
95 S5k bl esrgose (o plojls )b g (ydne Caxivo
2513 gede dw LB ) laasl b (g)9ld,5 WaolSisly
9 DS SlopiilSe ( Byl (Siamy Jolse g Jlo Jold
asl Wud  2olojle ssals 5 &l Kiy s, Kal,
od g el oy (Bl ey e L
ISt Sglts 5 Hajle ws2p Jolge ol ) &
i Ao (S SES 2 g 2 35
5 by auCagdl ) (WS (edaldg cns



Y4 (V-A=VEY) VF0 5l «(0F (oly) Yo,loud VF 0,03 (o3 slaplojlo Cupte (ool doliliad

ey g 5pSdse Wl el ] & WS e lind
oo Ko il cols wlge il b 1) baslas
sl D9 abobl Jl Slejle 9 (dled Coles 95 ¢ ingl
ap Cole> Cod gy ol sy plojle (paiz 4 delpe
IS b Caxds 0 s dliane oyl (8)SS )8 owsy Dlog
S Jb o wcwd gemdil bingh il coles
Gaedily Clal b dawg 5 i lacyld glulinlyor
h ool piih g5 (i Ringh ol die) W5 baglosles
Wil ol

093 Sdlgdy

P Sl Siten (B g S8 Gl legh @l il
(6 gl p el Glie oo ks el laolojls
(Jied g Shigel slool ) (o)l en (aledleiiy
(LS (Sud b allis 5 oy gl Gaisel (oloj e
838 oyglia 5 5 laze (Sl > i Sagls 4 295
oo > gde ) LS lisas oeles) b allis (ol
o 5l Mo sl i ol « i3Sl « ilosle
eyl (oilulely ¢ amd ol clalas sbol wal 56 Sl
I cules 5 oS ol g (SlojlucSind Cogh ool >
g > it (ot bl dlex | p Bl s (spen,
Slely iadgn Sl gl (xS gl
5 Syl Sl ool ¢ oz Juoms sy 298
38as 9395 (S (Jlomd oS pdaing (sla el
15K 390 0l ) ) ABYS iy SSE 5 Jhowd
b Jodlljgiod pal (oM I8l Haw )b )
9 sgmedlaie] (claCuslus Cogl (53l 5l alg odlisl (gl o
o gty Jlzwd (6y90500 D (slalil ) oyelg 5l Colos
A oy Jabs o1zl gy (slasySiee nizzed Lol
5 A syt p» Gitey G adlas (ng slacsygls
9 Olgy oo QI (g2 o o35 OMlse o o
o sl lygld s pdcdgiuns 5 o g dawgi )3 (olS

Cawl 35

Sl Rl
epimgn 33 G Jyol polol 3 sivghy cnl (B Mg
byl adllae ol alosl )5 a8 laslys o Lolbedl oles
L &S e Bugddnlas jl .00 Kwluw dlogeus wilodss
©)ljg) (H9> sbolejle Sl coniman (oS oo Sl St

(oyad my b asle bl Jbeplh s
9 JAS ol o)l g Il s dacadgie (35 59
Ol sl ke o dgaze |y baylil ) isu 5l oleiel
Whsls WS SoJS Gy 5 i
Cosgpie 5 odb Lildl 1) LS cwglie Wl
elo,Kal, s 0 S G ) S glacusls
5 05 oSy 2 EASES o wxnlS 5 ol Sty
O ileybline ol b )Saly ol zils ST 55500
5 ooy Camte Sl Ghigel Al codles
ity SSE (Jlomd G g Slgw sy eyl
ol Jiems glalas (shb g ejleye I S
L1 clap iy 45 amd e i bl .cal Slojlo e
el |y QUSHS eleznl lajls I ise wlge Juls
ly o slan! sloaSus I oslimel 4 bl g 03,8
Jad o Ui b Slodl b adl dwglis imy ialS
Sogingh b oad (ololid &lygld 5 Slojl (53,5 Jelgs
o day (Jooll cwluhes Ml 5 S
Scsysld l olitul G5 Lo ) (2l ¢ s glacgles
slacsygly 5l onsle Jiows slalas (shb g siedgn
Slesles Bl oS oty & 39,0 o & Gingss ool
RIS Sy G (izmen S o puSite |y ol
(Fiwy O Gl (8 b g Slejle cllue
Nimyd 5 b pde MBI Cuenl p oS Mius olaaisl
Ui bt (gemme > yls wST wlyglid (ola,lpl LS
izl oleisl (e (S 5 S3)Sag) & Amd oo
Ble g (Knp lacsloy; Cosl 5 OIS oSl
S yided g ailpScsus JuS slacuwlw 4 Cous o Slu!
P ERl Gy Copde il il e
Byl Sl sla el
alas o) Canle & (gl nl slacudgione I (S
S 5 aos (glrodly 4y pliws ISl anlias wix e 33,5 o5l
9 4y pole; ol Ll S o wal3 ) adlllae 5590 0y |l
A (g Dgdzme s & ¢ piomed (Wl jlpo 9 B Kol
blisl b sl @l 5 whie (il badlh (gplyoes diges
cod Algie anlas 281y Lo oyl ol gl yrds
ogud a5 odigdaslas 5 Saslas Jisl (lacspSpw b
25 )8 aslae pbl i o eloial (il colillanl ol
Sy Baisdaslas cSlie Cl ()lshd oS> Cudgime
Sen jl aslas (39 pole; cutlyy > 4 38l (o)l



W g lojls 3 (852l ity Gl 5 Sy aele soSl ] an 5 (oS

Sllas &)l g dlie (e il b &S S Kimg} o ool 4 opid @) g Gimeh sl ) Kon b &S (s
o] 3wl 133,58 ] S 3gu0 4 055l ShesS e by wisle (See ) adlae pl ooy
References

Agarwal, U. A. (2019). Impact of supervisors’ perceived communication style on subordinate’s
psychological capital and cyberloafing. Australasian Journal of Information Systems, 23.
https://doi.org/10.3127/ajis.v23i0.1759

Dash, S., Ranjan, S., Bhardwaj, N., & Rastogi, S. K. (2024). Workplace ostracism: a qualitative enquiry.
Personnel Review, 53(4), 965-982. https://doi.org/10.1108/PR-06-2022-0454

Hensel, P. G., & Kacprzak, A. (2020). Job overload, organizational commitment, and motivation as
antecedents of cyberloafing: evidence from employee monitoring software. European Management
Review, 17(4), 931-942. https://doi.org/10.1111/emre.12407

Ivaturi, K., & Chua, C. (2023). Rethinking time: ubichronic time and its impact on work. European Journal
of Information Systems, 32(2), 315-330. https://doi.org/10.1080/0960085X.2021.1966326

Jandaghi, G., Alvani, S. M., Zarei Matin, H., & Fakheri Kozekanan, S. (2015). Cyberloafing management in
organizations. Iranian Journal of Management Studies, 8(3), 335-349.
https://doi.org/10.22059/ijms.2015.52634

Jiang, H., Siponen, M., & Tsohou, A. (2023). Personal use of technology at work: a literature review and a
theoretical model for understanding how it affects employee job performance. European Journal of
Information Systems, 32(2), 331-345. https://doi.org/10.1080/0960085X.2021.1963193

Khansa, L., Barkhi, R., Ray, S., & Davis, Z. (2018). Cyberloafing in the workplace: mitigation tactics and
their impact on individuals’ behavior. Information Technology and Management, 19, 197-215.
https://doi.org/10.1007/s10799-017-0280-1

Khansa, L., Kuem, J., Siponen, M., & Kim, S. S. (2017). To cyberloaf or not to cyberloaf: The impact of the
announcement of formal organizational controls. Journal of Management Information Systems, 34(1),
141-176. https://doi.org/10.1080/07421222.2017.1297173

Koay, K. Y., & Lai, C. H. Y. (2023). Workplace ostracism and cyberloafing: a social cognitive perspective.
Management Research Review, 46(12), 1769-1782. https://doi.org/10.1108/MRR-07-2022-0490

Koay, K. Y., Lim, V.K,, Soh,P.C.H.,0Ong,D. L. T.,Ho, J. S. Y., & Lim, P. K. (2022). Abusive supervision
and cyberloafing: A moderated moderation model of moral disengagement and negative reciprocity
beliefs. Information & Management, 59(2), 103600. https://doi.org/10.1016/j.im.2022.103600

Lim, P. K., Koay, K. Y., & Chong, W. Y. (2021). The effects of abusive supervision, emotional exhaustion
and organizational commitment on cyberloafing: a moderated-mediation examination. Internet Research,
31(2), 497-518. https://doi.org/10.1108/INTR-03-2020-0165

Lim, V. K., & Chen, D. J. (2012). Cyberloafing at the workplace: gain or drain on work?. Behaviour &
Information Technology, 31(4), 343-353. https://doi.org/10.1080/01449290903353054

Ngowella, G. D., Loua, L. R., & Suharnomo, S. (2022). A Review on Cyberloafing: The Effects of Social
Platforms on Work Performance. Asia Pacific Fraud Journal, 7(1), 27-39.
https://doi.org/10.21532/apfjournal.v7i1.249

Razmi, Ali, Gholipour, Arian and Piranejad, Ali. (2018). Investigating the antecedents of cyberloafing.
Journal of Organizational Culture Management, 16(2), 503-519. doi:
10.22059/jomc.2018.219712.1007034. (In Persian)

Saleh, M., Daqga, ., AbdulRahim, M. B., & Sakallah, N. (2018). The effect of cyberloafing on employee
productivity. International journal of advanced and applied sciences, 5(4), 87-92.

Sao, R., Chandak, S., Patel, B., & Bhadade, P. (2020). Cyberloafing: Effects on employee job performance
and behaviour. International Journal of Recent Technology and Engineering, 8(5), 1509-1515.
DOI:10.35940/ijrte.E4832.018520

Sao, R., Chandak, S., Patel, B., & Bhadade, P. (2020). Cyberloafing: Effects on employee job performance
and behaviour. International Journal of Recent Technology and Engineering, 8(5), 1509-1515.
DOI:10.35940/ijrte.E4832.018520

Sarfraz, M., & Khawaja, K. F. (2023). Is the internet a double-edged sword for organizations? An empirical
study on cyberloafing. Information Technology and Management, 1-15. https://doi.org/10.1007/s10799-
022-00385-5

Syed, S., Singh, H., Thangaraju, S. K., Bakri, N. E., & Hwa, K. Y. (2020). The impact of cyberloafing on
employees’ job performance: A review of literature. Journal of Advances in Management Sciences &


https://doi.org/10.3127/ajis.v23i0.1759
https://doi.org/10.1108/PR-06-2022-0454
https://doi.org/10.1111/emre.12407
https://doi.org/10.1080/0960085X.2021.1966326
https://doi.org/10.22059/ijms.2015.52634
https://doi.org/10.1080/0960085X.2021.1963193
https://doi.org/10.1007/s10799-017-0280-1
https://doi.org/10.1080/07421222.2017.1297173
https://doi.org/10.1108/MRR-07-2022-0490
https://doi.org/10.1016/j.im.2022.103600
https://doi.org/10.1108/INTR-03-2020-0165
https://doi.org/10.1080/01449290903353054
https://doi.org/10.21532/apfjournal.v7i1.249
https://doi.org/10.1007/s10799-022-00385-5
https://doi.org/10.1007/s10799-022-00385-5

W) (V-A=VEY) VF0 5l «(0F (oly) Yo,loud VF 0,03 (o3 slaplojlo Cupte (ool doliliad

Information Systems, 6, 16-28. https://doi.org/10.6000/2371-1647.2020.06.02

Toker, S., & Baturay, M. H. (2021). Factors affecting cyberloafing in computer laboratory teaching settings.
International Journal of Educational Technology in Higher Education, 18(1), 20.
https://doi.org/10.1186/s41239-021-00250-5

Usman, M., Javed, U., Shoukat, A., & Bashir, N. A. (2021). Does meaningful work reduce cyberloafing?
Important roles of affective commitment and leader-member exchange. Behaviour & Information
Technology, 40(2), 206-220. https://doi.org/10.1080/0144929X.2019.1683607

Wagner, D. T., Barnes, C. M., Lim, V. K. G., & Ferris, D. L. (2012). Lost sleep and cyberloafing: Evidence

from the laboratory and a daylight saving time quasi-experiment. Journal of Applied Psychology, 97(5),
1068-1076. https://doi.org/10.1037/a0027557

Wang, B., Liu, Y., Qian, J.,, & Parker, S. K. (2021). Achieving effective remote working during the
COVID-19  pandemic: A  work design perspective. Applied  psychology, 70(1),  16-59.
https://doi.org/10.1111/apps.12290

Wu, J.,Mei, W, Liu, L., & Ugrin, J. C. (2020). The bright and dark sides of social cyberloafing: Effects on
employee  mental health in  China. Journal of Business Research, 112, 56-64.
https://doi.org/10.1016/j.jbusres.2020.02.043

Stratton, E., Lampit, A., Choi, I., Malmberg Gavelin, H., Aji, M., Taylor, J., ... & Glozier, N. (2022). Trends
in effectiveness of organizational eHealth interventions in addressing employee mental health: systematic
review and meta-analysis. Journal of Medical Internet Research, 24(9), e37776.
https://doi.org/10.2196/37776

Weinstein, A., & Lejoyeux, M. (2010). Internet addiction or excessive internet use. The American journal of
drug and alcohol abuse, 36(5), 277-283. https://doi.org/10.3109/00952990.2010.491880


https://doi.org/10.6000/2371-1647.2020.06.02
https://doi.org/10.1186/s41239-021-00250-5
https://doi.org/10.1080/0144929X.2019.1683607
https://doi.org/10.1037/a0027557
https://doi.org/10.1111/apps.12290
https://doi.org/10.1016/j.jbusres.2020.02.043
https://doi.org/10.2196/37776
https://doi.org/10.3109/00952990.2010.491880



